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Electronic Warfare: EA-6B Aircraft Modernization and 
Related Issues for Congress 

Summary 

Congress and the Department of Defense (DoD) face difficult and potentially 
costly choices when considering updating a key facet of the U.S. electronic warfare 
(EW) force structure. Presently, the Navy’s EA-6B Prowler is the only airborne radar 
jamming system available to protect Navy, Marine Corps, and Air Force aircraft. The 
Prowler, though still capable, is aging and in short supply. Its retirement is scheduled 
for 2015. 

There has been debate on how much EW is required to protect an aircraft force 
that increasingly incorporates stealth technology. However, recent operational 
experience suggests that future U.S . military aviation superiority will be best achieved 
by a combination of EW and stealth techniques. Indeed, the recent conflict in Kosovo 
reportedly indicates that the United States needs to augment the EA-6B force 
immediately to maintain its capability until a long-term replacement is found. 

In the past, Congress has been a strong supporter of the EA-6B specifically, and 
EW in general. Congress has consistently increased the administration’s request for 
EA-6B-related procurement funding over the last five years. The 106 th Congress has 
exhibited continued support for EW by forming a Congressional Working Group and 
initiating a Joint Service Electronic Attack Analysis of Alternatives Study. In 
December 200 1 , this study is due to release its roadmap for replacing the EA-6B fleet 
specifically, and rejuvenating DoD’s electronic attack capabilities in general. 

Today and in the near future, Congress will face a variety of decisions about the 
size and composition of DoD’s EW force structure. In the near-term, Congress faces 
decisions on how to maintain and modernize DoD’s current active and passive EW 
force structure. The options Congress may consider to augment the present EW force 
include speeding up the planned EA-6B upgrade program, promoting the 
development and deployment of smart radar decoys, resurrecting some number of 
retired EF-111 radar jamming aircraft, and retroactively putting EW capabilities on 
aircraft other than the EA-6B. Congress will also be faced with overseeing DoD’s 
choice of a permanent replacement for the EA-6B . The options include converting the 
F/A- 1 8E/F Super Hornet, the F- 15E Strike Eagle, the Joint Strike Fighter, the F- 16CJ 
Fighting Falcon and the F-22 Raptor, using UAVs, or designing a new EW aircraft. 
There are a variety of criteria which can be used to measure the pros and cons of each 
aircraft. These criteria include the platform’s unit cost, operations and maintenance 
considerations, whether or not the platform is “joint”, and a variety of operational 
characteristics that will effect the platform’s ability to escort aircraft strike packages 
in future threat environments. 

Finally, Congress is faced with identifying the potentially high pay-off R&D 
pathways to future EW capabilities in the post 2020 timeframe. Considering the time 
that many DoD programs require to move from the drawing board to the field, it has 
been suggested that new EW technologies be investigated as soon as FY2001. Two 
potential future EW platforms that Congress may wish to investigate include 
networked, micro-UAVs (un-piloted air vehicles) and satellites. 
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Electronic Warfare: EA-6B Aircraft 
Modernization and Related Issues for 

Congress 

Introduction 



Issues for Congress 

Congress and the Department of Defense (DoD) face difficult and potentially 
costly choices when considering updating a key facet of U.S . electronic warfare (EW) 
force structure. Presently, the Navy’s EA-6B Prowler is the only airborne radar 
jamming system available to protect Navy, Marine Corps, and Air Force aircraft. 1 The 
Prowler, though still capable, is aging and in short supply. It is scheduled to leave the 
active inventory in 2015. 

Congress will face a variety of decisions about the size and composition of 
DoD’s EW force structure. In the near-term (to about 2010), Congress faces 
decisions on how to maintain and modernize DoD’s current active and passive EW 
force structure. Recent experience in Kosovo has drawn attention to the EW mission 
area and the negative consequences of potential EW shortfalls. The EA-6B Prowler 
has been credited with effectively protecting allied aircraft during the 1999 air 
campaign. Yet, DoD found that they didn’t have as many Prowlers as they required, 
nor were those aircraft particularly adept at destroying Serbian radar systems that 
employed deceptive tactics. Furthermore, there is a consensus in the intelligence 
community that the types of threats that airborne radar jammers are designed to 
counter will likely grow in the future. 

Some options Congress may consider to improve EW capabilities in the near 
term include: (1) modernizing the EA-6B Prowler to improve its effectiveness and 
potentially extend its life; (2) improving EA-6B inventory management; (3) 
accelerating the development and production of electronic protection technologies, 
such as decoys; (4) bringing some number of EF-111 radar jamming aircraft out of 
retirement; (5) giving existing U.S. aircraft, such as the B-52 an EW capability to 
augment the Prowler fleet; (6) re-starting the EA-6B production line; (7) extending 
the EA-6B service life beyond its currently planned retirement date; and (8) 
converting existing A-6 aircraft into EA-6Bs. 



'in 1998 the Air Force retired the EF-111 Raven, its only EW jamming aircraft and the 
Prowler was designated a “joint asset.” Also, most if not all U.S. military aircraft have some 
self-protection electronic countermeasures capability, which can include jamming and chaff 
dispensing. 
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In the mid-term (2010-2015) Congress will be faced with the need to replace the 
EA-6B aircraft. Due to the long development time lines of many DoD acquisition 
programs, Congress may wish to focus today on deciding which aircraft or platform 
is best suited to replace the EA-6B in the 2015 era. While many different options 
could be considered, most of the options now being evaluated would replace the EA- 
6B with another manned aircraft. DoD appears to be focusing on EW variants of Air 
Force aircraft such as the F-15, F-16, or F-22, the Navy’s F/A-18E/F Super Hornet, 
the Joint Strike Fighter or some combination of these platforms. Building a new EW 
aircraft from scratch or developing an EW UAV are also possibilities to be assessed. 
Each of these aircraft have strengths and weaknesses in the EW realm, and Congress 
may likely wish to assess these qualitative, and sometimes elusive distinctions when 
deciding on acquisition programs measured in billions of dollars. 

Finally, when considering how to best allocate near term research, development, 
test and evaluation (RDT&E) money, Congress may wish to examine current 
investment opportunities in EW that will likely pay dividends in and beyond the 2020 
era. The most likely investment areas will be in networked micro-UAVs and space- 
based jammers. These investment areas offer risks and opportunities that aren’t 
always obvious. Congress might therefore survey these technology areas to identify 
potentially high payoff pathways for today’s EW R&D. 



Background 

Brief Overview of Electronic Warfare 

The Department of Defense defines Electronic Warfare as “Any military action 
involving the use of electromagnetic and directed energy to control the 
electromagnetic spectrum or to attack the enemy.... The three major subdivisions 
within electronic warfare are: electronic attack, electronic protection, and electronic 
warfare support.” 2 This report will focus on the electronic attack facet of electronic 
warfare - specifically, electronic attack against enemy radars . However, the three EW 
sub-elements are mutually supporting (as evidenced by the fact that the EA-6B 
jamming aircraft employs EW self protection systems and is an important consumer 
of electronic warfare support information) and are intimately linked. References will 
be made to electronic warfare support and electronic protection throughout this 
report as needed. Brief descriptions of electronic warfare support, electronic 
protection, and electronic attack follow. 

Electronic Warfare Support. Several systems contribute to DoD’s 
electronic warfare support efforts - “that division of electronic warfare involving 
actions tasked by, or under direct control of, an operational commander to search for, 
intercept, identify, and locate sources of intentional and unintentional radiated 
electromagnetic energy for the purpose of immediate threat recognition (JCS Pub 1- 
02).” In other words, electronic warfare support is a passive activity, that intercepts 
enemy signals, locates them and analyzes them so they can be exploited by other 



2 JCS Pub. 1-02: DoD Dictionary of Military and Associated Terms. U.S. Department of 
Defense, [http://www.dtic.mil/doctrine/jel/doddict/] 
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users. Several DoD systems contribute to this mission area. The EP-3E Aries, for 
instance, provides indications and warning for the Naval Battle Group commander. 
The USAF RC-135V/W Rivet Joint surveillance aircraft are also equipped with an 
extensive array of sophisticated intelligence gathering equipment that monitors the 
electronic activity of adversaries. Using Rivet Joint data, analysts can precisely locate, 
record, and analyze much of what is being done in the electromagnetic spectrum. 

Electronic Protection. Electronic protection involves actions to protect 
personnel, facilities, and equipment from any effects of friendly electromagnetic 
emissions or enemy employment of electronic warfare that degrade, neutralize, or 
destroy friendly combat capability. Radar homing and warning receivers that are 
organic to every modem military aircraft are an example of an electronic protection 
system. Chaff and decoys are other important and ubiquitous electronic protection 
systems. Chaff is thin, narrow metallic strips of various lengths and frequency 
responses dispensed from aircraft and used to reflect radar echoes and confuse the 
enemy. Decoys are more advanced countermeasures. They are small devices that emit 
signals that emulate a manned aircraft’s signal and thus actively draw an enemy missile 
to it. Decoys can be towed behind aircraft, expended from aircraft to lure a 
threatening missile, or launched early-on to fly tactical missions in an autonomous 
mode. 

Electronic Attack. Electronic attack is broadly defined as that aspect of 
electronic warfare involving the use of electromagnetic, directed energy, or anti- 
radiation weapons to attack personnel, facilities, or equipment to degrade, neutralize, 
or destroy enemy combat capability. Anti-radiation weapons differ from other air-to- 
surface weapons primarily in that they employ a passive radar seeker that “listens” for 
enemy radar transmissions and then follows this energy to its source. To physically 
attack enemy radars, the Department of Defense relies predominantly on the AGM-88 
HARM (High Speed Anti-Radiation Missile). The HARM can be launched from the 
EA-6B, F/A-18, and F-16 C/D aircraft. The AGM-88 is normally fired against radars 
whose frequency and wavelength have been preprogrammed into the HARM’S 
database. However, if fired from an EW aircraft such as the EA-6B, the HARM can 
be re-programmed in flight, based on inputs from the aircraft’ s radar warning receiver, 
and thus attack unanticipated threats. The Navy and Marine Corps also use the AGM- 
122 SideARM, a lighter, shorter-range, and less expensive system than the AGM-88, 
to attack enemy radars. Based on the AIM-9C Sidewinder air-to-air missile, the 
SideARM can be fired from AH- 1 W Super Cobra helicopters and AV - 8B and F/A- 1 8 
fighter aircraft. 

Presently, DoD has only two aircraft dedicated to “jamming” enemy electronic 
emissions. The EC-130H Compass Call and the EA-6B Prowler. The Compass Call’s 
mission is to jam enemy voice and data communications. The Prowler is optimized to 
jam enemy radars, and also has the capability to attack communications emissions. 
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Table 1. Electronic Warfare Tasks and Systems 

(Highlighted Cell Indicates Focus of this Report) 
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The tactical employment of radar jammers may also be divided into two general 
approaches, stand-off jamming and mission jamming. As the name implies, stand-off 
jamming positions the airborne jamming platform at a distance from the target. The 
stand-off jammer creates a “jamming corridor” between the target and the attack 
aircraft. In mission jamming, the airborne jamming platform flies in close formation 
with the attacking aircraft in order to mask the attacker throughout its flight in hostile 
airspace. 

Basic Description of the EA-6B 

The EA-6B Prowler is a twin turbojet engine, four seat, all-weather, electronic 
attack aircraft designed to operate from aircraft carriers. It contains a wide assortment 
of integrated, computer-controlled, active and passive electronic attack equipment. 

The Prowler closely resembles, and was developed concurrently with the two 
seat A-6 Intruder attack aircraft. The basic airframe was elongated and strengthened 
to accommodate a four-seat cockpit. Another distinguishing characteristic of the 
Prowler is its pod-shaped fairing at the top of the vertical fin that holds sensitive 
surveillance receivers, used to detect hostile radar emissions. 

The crew of the Prowler consists of the pilot and three electronic 
countermeasures officers (ECMOs). The two ECMOs in the rear cockpit operate the 
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Prowler’s primary jamming equipment. The ECMO in the right front seat handles 
navigation, communications, and defensive electronic countermeasures. 

The EA-6B was manufactured by the Northrop Grumman Corporation. 3 
Development of the aircraft began in the Fall of 1966. The Prowler’s first flight was 
on May 25, 1968 and delivery of the first 12 production aircraft started in January 
1971. The Prowler’ s in itial operating capability was established in July 1971. The last 
of a total of 170 aircraft were delivered on July 29, 1991. 

In constant FY2001 dollars, the final EA-6Bs, when procured at a rate of six per 
year in the early 1980s had unit procurement costs ranging from about $50 mi ll ion to 
$90 million. When procured at a rate of 12 per year in the late 1980s, unit 
procurement costs ranged from $45 to $60 million. Since the A-6/EA-6B production 
line has since been shut down, additional EA-6Bs procured today would likely have 
a higher unit procurement cost, at least initially. 4 

One analyst has called the Prowler “.. .one of the most expensive military aircraft 
in service, ’’due to its short production runs and its complex electronics. 5 The 
operating cost of the EA-6B has been estimated at $5,091.00 per flight hour. 6 The 
Prowler is the ninth most expensive aircraft to operate per hour of the 27 different 
fixed-wing U.S. aircraft that were flown in Operation Allied Force. Fong-range 
bombers (e.g., B-l, B-2, B-52) cost more than the EA-6B to operate, as do advanced 
reconnaissance and surveillance aircraft (e.g. AW ACS, JSTARS, E-2C Hawkeye) and 
some fighters (e.g., F-15, F- 14). However, many fighters/attack planes (e.g. F/A-18, 
F-16, F-117, A-10), and all other support aircraft (e.g. tankers, cargo, ASW, 
surveillance) cost less to operate per hour than the Prowler. 



3 Original sub contractors included: Aeronca: speed brakes; Fleet Industries: flaps and 
honeycomb panels; Kaman Aerospace: control surfaces, flaps and slats for composite wings; 
Litton: radar warning receivers, tactical jamming receivers; Lockheed Martin: honeycomb 
panels; Lockheed Martin Sanders: various deception and communications jammers; 
Magnavox: radar warning receivers; PPG Industries: windshields; Lavelle Aircraft: tailpipes; 
Gull Airborne Instruments: fuel gauge system; Lear Siegler: servos; Parker Hannifin: fuel 
valves; Plessey Airborne: trim actuators; Rockwell Collins: HF radio transceivers; TRACOR: 
chaff/flare dispensers; Uniroyal Plastics: fuel cells; Western Gear: wing folding actuators, win 
slat drives. Sources: Jane ’s All the World’s Aircraft and World Military and Civil Aircraft 
Briefing, Teal Group Inc. 

“Analysis of DoD P-1 documents from the 1980s. 

5 Luttwak, Edward and Stuart L. Koehl. The Dictionary of Modern War (New York: Harper 
Collins, 1999,:470) 

6 Letter on Operation Allied Force from LtGen C.W. Fulford, USMC, to Daniel P. Mulhollan, 
Director, Congressional Research Service 19 October 1999. 
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Figure 1 : EA-6B Prowler 




Propulsion: two Pratt & 
Whitney J52-P408 engines 
Length: 59 feet 10 inches 
Wingspan: 53 feet 
Height: 16 feet 8 inches 
Max Weight: 61,500 lbs 
Speed: Over 500 knots 
Range: Over 1,000 nm 
Ceiling: 37,600 feet 
Crew: Four 

Armament: AGM-88 HARM 



The core of the Prowler is the AN/ALQ-99 Tactical Jamming System, a 
sophisticated collection of electronic gear that forms the major portion of the U.S. 
Navy EA-6B ECM aircraft's operational payload. (The Prowler can carry external 
fuel tanks, chaff and flare dispensers, and HARM anti-radiation missiles.) The 
AN/ALQ-99 is comprised of five external pods, each capable of housing two very 
high-powered jamming transmitters, a tracking receiver, and antennas. The pods can 
be detached from the aircraft and can hold various combinations of transmitters to 
cover any desired frequency bands. 

Another key system is the AN/USQ-113 communications jammer. By attacking 
both VHF and UHF communications, the AN/USQ- 113 enables the EA-6B to “attack 
the archer rather than the arrows.” While a single surface-to-air missile (SAM) system 
maybe troublesome, an integrated air defense system (IADS), composed of numerous 
SAMs and their associated radars is a significant threat to EF.S. aircraft. By jamming 
communications between the individual SAMs and their command and control (C 2 ) 
nodes, the EA-6B can degrade or totally disrupt the IADS and thus force the SAMs 
to operate individually. The individual SAM can then be more easily avoided or 
attacked. 

EA-6B Upgrades. The original EA-6B operated with the initial AN/ALQ-99 
EW system and was limited to the four jamming frequency bands used by early 
Soviet-made early warning and fire control radars. Since then, the system has 
undergone a series of upgrades. To keep pace with the expanding threat, the number 
of frequency bands covered have doubled, and other improvements in operational use 
and reliability have been made. 

The Prowler's first upgrade was the EXCAP (Expanded CAPability) program, 
first delivered in 1973, which upgraded the AN/ALQ-99’s capability from four to six 
frequency bands. The upgrade also improved the system’s computer, enabling new 
operating modes. 

The ICAP (Increased CAPability) upgrade followed EXCAP in mid- 1976. The 
ICAP upgrade replaced the EA-6B’s ALQ-100 deception jammer with the improved 
ALQ- 1 26. It also reduced the AN/ALQ-99's processing times, provided new Cathode 
Ray Tube (CRT) displays and improved communication, navigation, and IFF 
equipment. 
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In 1982, the first ICAP-2 Prowlers were delivered, representing the next 
improvement in the program. ICAP-2 upgraded the receivers, displays, and software 
to cover a wider range of known surveillance and surface-to-air missile radars. ICAP- 
2 jammers were also able to attack two different frequency bands simultaneously. 
Perhaps most importantly, the main computer was upgraded to enable the AN/ALQ- 
99 to act in concert with equipment on other Prowlers so that three aircraft could 
together mount coordinated countermeasure missions. There were three different 
ICAP 2 configurations, designated Block-82, Block-86 and Block-89 for the years in 
which they were introduced. These block configurations provided the following 
highlighted capabilities: Block -82 provided a software-driven rapidly re- 
programmable Universal Exciter (which generates the system’s radar energy), Block 
-86 provided receiver and communications upgrades, and Block -89 upgraded safety. 
The Navy is currently upgrading all 124 Prowlers to a common standard, known as 
ICAP 2 Block 89A, which improves navigation and communication capabilities. 

The next planned upgrade for the AN/ALQ-99 was the Advanced Capability 
(ADVCAP) program that began even as ICAP-2 was being delivered late in 1982. 
ADVCAP upgraded the processing equipment (new central computer), jammers 
(replacement of AN/ALQ-92 jammer by the AN/ALQ- 149), receivers (better passive 
detection) and displays (new heads-up display). Out of 130 EA-6Bs, 105 were to be 
re-manufactured with the ADVCAP, to extend the service life of the aircraft to 2020. 
The first engineering model ADVCAP version for the EA-6B was delivered in early 
1988. Further improvements to the ALQ-99 transmitters were made just prior to 
Operation Desert Storm in 1991, but the ADVCAP program was cancelled in late 
1994. 

The most recent EA-6B upgrade program began in March 1998 when the Navy 
awarded Northrop Grumman a contract to develop the ICAP III. The intent of ICAP 
III is to keep the joint Prowler force going until 2015. ICAP III will upgrade and 
replace the 1960's era receivers, improve connectivity, and provide low-range 
jamming. Northrop Grumman is expected to have the first batch of ICAP III Prowlers 
finished in late FY01, with a full-rate production decision made in June 2003. The 
first EA-6B ICAP III prototype completed its initial test flight on November 16, 
2001. 7 ICAP Ill's key feature is the introduction of ‘selective-reactive’ jamming. 
Instead of jamming all the frequencies on which enemy radars might be emitting, 
ICAP III is designed to automatically identify, prioritize, and jam only those 
frequencies actually in use. Many modem enemy radars are capable of employing 
very fast“frequency hopping” techniques to deceive radar warning receivers and radar 
jammers. If threat radars use frequency-hopping techniques, the selective-reactive 
system will instantly shift its transmissions to match the adversary’s actions. 8 



7 Northrop Grumman Completes First Flight of ICAP III EA-6B. Defense Daily. November 
20 , 2001 . 



E-mail communication with Naval Air Systems Command, EA-6B Program Integration. 




